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1. Recommendations

The AAC is asked to note the report.

2. Purpose

The purpose of this paper is to provide the AAC with oversight of current levels of data
protection compliance at the College.

3. Consultation

The report has been prepared in consultation with Dr Sheila Lodge.




4. Key Insights

4.1 The DPO has provided a data protection gap analysis report (Appendix 1), updated as at
March 2024 to illustrate current levels of data protection compliance at the College and the
methodology used by the DPO to assess current levels of compliance.

4.2 The report is mapped to the 10 areas of the ICO’s accountability framework and these
criteria, set by the ICO, are used to measure compliance rates and identify any gaps.

4.3 The report indicates areas where compliance is being met, areas that need improvement
or are currently in the process of being addressed, or where there is a non-conformity to be
addressed. Progress is under way in implementing controls to mitigate compliance risks and
detail of steps being taken is contained within the report.

4.4 The DPO welcomes comment from the AAC on the report.

5. Impact and Implications

5.1 The report highlights areas where proactive work is being carried out to address gaps in
data protection compliance. It is essential that the College continues to invest in its data

protection compliance programme with the support of senior management.

5.2 There are financial, legal, regulatory and reputational risks associated with non-
compliance with data protection law.

Appendix

Data Protection Gap Analysis (March 2024)




Question title/section Response Comments & observations Interim Update November 2022 Update August 2023 Update March 2024
A__|Governance
- - The DPO directly reports to Dr Sheila Lodge, ensuring oversight of
o1 |Does the Organisation adopt a structure to manage data protection Yes Yes Yes data protection risk and management s visible at Senior No change No change No change
compliance ensuring there is clear oversight from senior management? et
02 |Has the board of directors nominated an director? Yes Yes Yes Dr Sheila Lodge No change No change No change
03 |Is DPA/GDPR on each board agenda? Yes Yes Yes Data Protection features as an agenda item for the AAC and No change No change No change
Academic Board.
04 |Does the board receive regular audit reports on GDPR compliance? Yes Yes Yes Yes No change No change No change
05 |Does the organisation require a DPO? Yes Yes Yes Yes. No change No change No change
06 |[1f yes, has the of a DPO been made? Yes Yes Yes Thorntons Solicitors fulfil this role. (Morgan O'Neill) Thorntons Solicitors fulfil this role Thorntons Solicitors fulfil this role Thorntons Solicitors fulfil this role
07 |1s the individual(s) able to discharge their role with independence? Yes Yes Yes Yes No change No change No change
0s |15 the DPO's role adequately supported and provided with the necessary P o o es No change No change o change
resources to discharae their duties?
09 [Who does the DPO report to?. Yes Yes Yes Dr Sheila Lodge No change No change No change
10 |Is the DPO adequately qualified to undertake the position? Yes Yes Yes Yes No change No change No change
Key business managers have been identified to lead on data | This is stll in the early stages. More department leads have been |~ DeParment Heads/Managers identified to complete the ROPA Department Heads/Managers identified to complete the ROPA
1 : exercise have been informally assigned as DP Contacts for the | exercise have been informally assigned as DP Contacts for the
Is there a group established to lead on data protection compliance? Q.Yes Q.Yes Risk protection for departments and faculties. This s in the early stages | engaged in record keeping excercises since the last report but the ; ;
of development. rale of "data protection lead" has not heen formalised. College. Business Managers have been identified as contacts for | College. Business Managers have been identified as contacts for
Data Protection matters and engaged by the DPO. Data Protection matters and engaged by the DPO
12 [Ifyes, what is the role and remit of this group? Who attends? QYes Q.Yes Risk The group will meet as a committee of data protection leads. No change. No change. No change.
Terms of reference are vet to he aarees
B Policies and Procedures
01 |as the organisation adopted policies and procedures pertaining to data Yoo Voo Yoo Ves No change. No change. No change.
Do these policies and procedures provide staff with the appropriate rules
02 |that apply and the processes which must be followed to demonstrate Yes Yes Yes Yes No change. No change. No change.
I with the law?
03 |[1s there a process for reviewing these policies and procedures? Yes Yes Yes Yes, annually. No change. No change. No change.
04 |Is there an approval process for the policies and procedures? Yes Yes Yes Yes, any material changes are submitted to Sheila Lodge and New College Secretary will be included in the approval process.
Michael Cross for annroval
All Data Protection Policies have been reviewed and updated as | Al Data Protection Policies have been reviewed and updated as
necessary, including the data subject rights process. necessary, including the data subject rights process.
An Appropriate Policy Document and Conlict of interest policy have| The records retention policy and procedure has been updated and
been drafted to be submitted for approval. submitted for approval.
There Is some evidence that processes are followed. This is The data protection policy has been updated and submitted for
> : ; ; The records retention policy is under review with a deadline of approval.
demonstrated via requests for support in relation to data sharing, [The DPO is working with collegeagues to improve awareness of the
A ! ; ’ September 2023. The data breach policy and procedure is currently being revised
Are staff fully aware of these policies and procedures (how are they made . DPIAS, reporting of data breaches and escalation of data subject |data subject rights process and we have undertaken an audit of the
05 ° Q.Yes Q.Yes Risk > " and will be shared with IT and COO for input prior to seeking
aware, and how do they know if they are relevant to their role? ) rights. More could be done to raise awareness of data protection | data protection policy site upon discovery that some out of date
olicies and throught a regular policy versions were in circulation. There is some evidence of awareness of the College Data approval.
P ot : Protection Policies however this has not been tested. The DPO
Y intends to launch a data protection health check for departments There is some evidence of awareness of the College Data
and faculties to assess whether policies and procedures are being |  Protection Policies however this has not been tested. The DPO
adhered to (attached). Note that this health check was paused due | intends to assess understanding via a data protection health check
to priority being given to the completion of Department Records of | for departments and faculties commencinfg March 2024, to assess
Processing Activities. whether policies and procedures are being adhered to.
06 |Do these policies and procedures adopt a data protection by design and by es Ves = Yes No change. No change. No change.
default aproach across the
C___ Training and Awareness
The DPO has worked with the OD team to design a new data
protection e-learning module tailored for the College. This module |Completion rates as at March 2024: 847 out of 1141 staff members
Yes, however the current module is out of date. A new module was launched in January 2023. have completed mandatory data protection training.
° ! More progress has been made in the tailoring of the College data
procured in August 2022 work is being undertaken by the L& Team| 1. jon module. The DPO worked with the L&D Team to finalise
01 |Do you have an all-staff data protection training programme? Yes Yes Yes and DPO to finalise the training for publication. This training will | ™ . Completin rates are below expectations and this mandatory A further reminder will be issued to all staff in March 2024. The
t ining wi edits to the module at the end of October and we expect the Come f ' .
be mandatory. Supplementary DPO-led training was delivered in e 1. be availabie ety 5093 training is being reclaunched on 31/8/23 with a requirement for all | DPO will survey some departments and facullties on completion
2021 while a new training provider was identified. y 2023. staff to compelte it by 31/10/23. rates during March - June 2024.
Completion rates will be monitored by the DPO and OD. The training will be relaunched in August 2024 with a module
refresh and all staff will ben required to complete within 3-months.
02 |1s there a process for induction data protection training? Yes Yes Yes All new employees are required to undertake mandatory data No change. No change. No change.
orotection trainina.
The e-learning module has been calendared as an annual
. ’ Data protection training is not repeated frequently. The new No change. However annual training shall commence upon The e-learning module has been calendared as an annual
03 2 .
Is there refresher data protection training (how frequently) Yes Yes Yes raining motule wil be cormpleted ammualy.  blieation of the now raimim modUle. andatary saining oxardee. mancatory training exercise. A refreshed module wilbe aunched
) Some tallored data protection training has been delivered to the
Are specialised roles and/ or function, or are that are responsible for large security team and marketing team. The DPO is addressing The e-learning module includes a tailored section relating to the | The e-learning module includes a tailored section relating to the
04 |scale processing or the processing of special category personal data ves Yes ves additional training requirements and bespoke training is available No change. rocessing of personal data rocessing of personal data
provided with additional training? g req o et P 9 pr g of pe 3 pr g of pe .
05 '::ES the DPO ’icfé‘:;’a'”‘"g and CPD to aide their ongoing development Yes Yes Yes Yes - via Thorntons LLP No change. No change. No change.
. Occasional communications are issued and a data protection Occasional communications are issued. Since the date of the last |\ cco communications relating to policy and procedure updates
06 |Is there a business-wide awareness programme? QYes Q.Yes Risk ; No change. report a Data Protection SharePoint site has been created where
review of departments and faculties is underway. are scheduled.
resources can be accessed
How frequently are staff provided with awareness of data protection within
07 |the business (what are the contents of these communications/ are they QuYes Q.Yes Risk A more frequent awareness raising comms plan is recommended. No change. See above. See above.
event led or svstematic?)?.
D Individual Rights
s there acceptable means/ systems in place that allow individuals to This information s clearly communicated via the College privac
01 |exercise their rights e.g. Privacy Notice notifying the individual how to Yes Yes Yes Y ge privacy No change. No change. No change.
i i notices availabe on its website.
exercise their right/ portal for raising requests/ dedicated helpline, etc.
02| Does the business inform individuals about their rights? Yes Yes Yes Yes, via privacy information No change. No change. No change.
There is an escalation process whereby requests received are
03 |Do staff know how to handle requests from individuals Yes Yes Yes escalated to the data protection mailbox. The majority of requests No change. No change. No change.
are received directly to the DPO via the designated mailbox,
02 |Does the business have a log for all data subject engagements pertaining Yes Yes Yes es No change. No change. No change.

to the exercisina of their rights?




05 [Does the business ensure they fulfil all requests in a timely manner? Yes Yes Yes here are no recorded instances of failure to comply with a No change. No change. No change.
reauests within the specified staturotv timefram:
Does the business have a system for reporting all requests internally i.e. )
06 ac. . . .
ot il it Yes Yes Yes Requests are direct to dpo@cityofglasgowcollege.ac.uk No change. No change. No change.
07 |Does the business have a system for managing complex requests? Yes Yes Yes These are currently led by the DPO. The process i under review to No change. No change. No change.
assess whether can be made.
E  Transparency
01| Does the business have the appropriate Transparency notices? Yes Yes Yes Annual review in progress
02 |1s there a process for managing and updating transparency notices? Yes Yes Yes Yes - annual review No change. No change. Annual review in progress
03| Are the privacy easy to access? Yes Yes Yes Available on the College website and intranet. No change. No change. No change.
04 |Are the privacy notices clear, intelligible and use plain language? Yes Yes Yes No change. No change. No change.
05 |lsthere nformation refating to decision making [if | ggject Select Incomplete N/A No change. No change. No change.
06  |Are relevant staff members able to demonstrate knowledge on how to Yes Yes Yes Yes, the privacy notice is widely accessible No change. No change. No change.
access these privacv notices?
. N/A - as consent is sed in limited circumstances this is not a high
o7  [Are relevant staff members able to summarise defails of the consent within | - gg|qc Select Incomplete | risk area for the College. Consent has been covered in marketing N/A N/A N/A
the privacy notices?
training, where it i likely to be most relevant.
05|15 there suitable measures of transparency in place for the purposes of serect erect o — A A A A
child data (if anolicable)?
F  Lawfulness of Processing and relevant records of Processing
Phase 1 of the data mapping exercise concluded on 30%h June 2023
with 10 core Departments in the College completing their ROPAS
with the support of the DPO. The ROPAS will be subject to a review | Phase 2 is underway with ROPAS being reviewed and revalidated
A data mapping exercise had been carries out and a review is | The data mapping exercise is ongoing. Since the date of the last in 6-months. Y A eonts s sostent suppar 2 LUt
01 |Has the business carried out a comprehensive data mapping exercise? Q.Yes Q.Yes Risk currently under way to ensure the data has been mapped report the DPO has assisted 10 departments with the progression | . pport.
accurately. of their ROPAs to ensre compliance with Art 30 of UK GDPR, | “WNiI€ significant progress has been made with Departments, this
action remains amber as Phase 2 of this project will require | Faculty ROPA work is in progress. A new ROPA has been drafted
Faculties to refresh and re-draft their ROPAS with the support of with support of faculty business managers.
the DPO and business managers. This will commence in
As above, a ROPA for each department and faculty exists and these
Does the business have a formal, comprehensive and completed Record of . have been revieed by the DPP and are being distributed to
02
Processing Activities (ROPA)? @ @i Risk departments and facultioe for validation to ensure they are No change. As above As above
accurate, up to date and compliant with Art 30 of GDPR.
Heads of Departments/Managers are identified on each ROPA and
Not currently, however the identification of a person responsible | Progress s being made and the DPO is working with department | will be for the ROPA. Completed ROPAS . . S
03  |Does the business have a formal process for relevant stakeholders to Yes Yes Yes for the maintenance of the ROPA is a step in the data protection | and faculty representatives across the College but the role is still are scheduled for review in 6-months as part of an ongoing As noted above - ROPA owners are being asked to review their
manage, maintain and update aspects of the ROPA relevant to them? ROPAS, commencing with the highest risk business areas.
review process. to be formalised. monitoring process to be coordinated by the DPO with support
from Compliance Auditor and PMO.
04__|1s there a process that has identified Asset Owners? Yes Yes Yes D on ROPA (validation in progress) D on ROPA (validation in progress) D on ROPA (validation in progress) Yes
05| Fias the business appropriately identified the necessary lawful bases for Yes Ves Yes No change. No change. No change.
nersonal data?
06 |Where applicable, are these lawful bases justified? Yes Yes Yes No change. No change. No change.
Does the business rely on legitimate interest? If so. have legitimate Legitimate interest is relied upon for certain procesing activities This has been amended to green as awareness is raised via
07 | Y on leg . g Yes Yes Yes but an LIA has not been completed in all cases. However, where No change. training and policy. This will be reviewed and tested via the Health | Health Check questionnaire exercise will commence in March 2024.
interest assessments been carried out?
an LIA is required, the DPO would initiate this. Check questionnaire.
08| Does the business rely on consent? Yes Yes Yes In limited No change. No change. No change.
05 |1550, s there a procedure or recording, managing and maintaiing Yes Ves Yes e No change. No change. No change.
10 |Does the business process any special category data? Yes Yes Yes Yes No change. No change. No change.
11 |[fso, is there appropriate recorded information regarding valid Yes Yes Yes Yes No change. No change. No change.
G |Contract and Data Sharing
This is being reviewed on a department and faculty basis during As of June 2023, the College has a clearer understanding of data The DPO has been compiling a list of suppliers during Phase 2 of
" ; of g the ROPA exercise to review the contractual position with the
each ROPA review. Further, the DPO is workignwith the sharing activities undertaken by departments but there is still
. . ) b 1 | No change - this exercise is ongoing and is built in to the ROPA ! > : Procurement Team duriing monthly meetings (next meeting
01 |1s there a record of data sharing in place? Q.Yes Q.Yes Risk team to review with third o some investigation required to ensure these arrangements are R
party suppliers and ensure valid data processign agreements are in process. clearly documented and understood. This will be addressed via the
place. health check.
There are data processing and sharing contracts in place with third T - -
02 [Are there valid contract in place for data sharing, where it is relevant to do | g yeq Q.Yes Risk parties. A comprehensive review is under way to ensure there are | 0 €ange - this exercise is ongoing and is built in to the ROPA As above. As above.
s0? view is v review process.
03 |Are there measures in place for handling restricted transfers? Yes Yes Yes The DPO and procurement team have relevant contract templates No change. No change. No change.
The Procurement Team requires a GDPR Assessment to be
completed ahead of a tender or PO request via PECOS and refers
There are data processing and sharing contracts in place with third . these to the DPO.
04 |Does the business have the relevant data protection contractual provisions | ¢ oo e Risk otien, A oot naing roviom 1o wdor oy 0 theume ther are | No change - tis exercise is ongoing and is builtin to the ROPA s above.
in place with suppliers/ customers/ clients? review process. . S '
no gaps. This is assisting in identifying suppliers which are data processors
and ensuring that DPAS and DSAs are in place.
This forms part of the procurement process. There is currently a
gap where lower value service providers are concerned. The DPO
05 |15 there  process in place to carry our due diligence? s s Risk has supported with completion of DPIAS and putting i place data No change. No change. As above - improvements have been made as a result of the GDPR
but the of a more robust Assessment requirement above.
supplier management process would reduce data protection risk
and improve compliance.
Ves, an exercise 1s under way o review this as part of the ROPA
validation, but this could be better established and No change - this exercise is ongoing and is built in to the ROPA | No change - this exercise is ongoing and is built in to the ROPA | No change - this exercise is ongoing and is built in to the ROPA
06 |Is there a process in place for reviewing contracts? Q.Yes Q.Yes Risk departments/faculties will be required to take responsibility for o 'going o 'going o 'going
will be ‘ review process. review process. review process.
supplier contracts/relationships, seeking advice from the DPO as
07 |Have all mterational data transfers been identified? o s — This s being considered as part of the ROPA review, No change - this exercise is ongoing and is built in to the ROPA | No change - this exercise is ongoing and is bullt in to the ROPA | No change - this exercise is ongoing and is built in to the ROPA
review orocess. review orocess. review rocess.
08 Are there the appropriate safeguards in place? Yes Yes Yes Where international data t’aa':f_f?fnT::: been identified, safeguards No change. No change. No change.

Information Security and Record Management

Incomplete




Incomplete
Incomplete

Incomplete
Incomplete

Incomplete
Incomplete
Incomplete

Generally, yes. However, we are aware that some records are held
Are physical records stored securely? QYes Q.Yes in store rooms which may not be secure and data may not be No change. No change. No change.
oraanised or taaaed.
There is no robust process in place to determine retention
requirements at present but this has been addressed with 10 The data retention polocy and procedure was revised and is
. § . § departments via the ROPA/data mapping exercise. Data retention e ntion polocy anc proces
Are there procedures in place to reduce the amount of information and to There is no robust process in place to determine retention awaiting committee approval. The policy will be relaunched and
12 v QYes Q.Yes Risk No change. schedules require review and compliance should be monitored. ) ! ?
only retain what is necessary? requirements. the DPO will advise departments and faculties on their retention
This will be addressed via the health check and other project work bligatione
being undertaken across the College relating to Archiving and 9 .
Retention.
There is a records retention policy but the DPO does not have . . .
13 |Is there a retention schedule in place? Q.es Q.Yes Risk sufficient evidence of this being routine practice across the No change - this exercise is ongoing and is built in to the ROPA As above. As above.
review process.
College. This is being addressed as part of the ROPA review.
14 Is it actively managed ensuring that out of date data is destroyed securely?|  Q.Yes. Q.Yes Risk This is being reviewed to be updated and aligned with the ROPA. | N© change - this E"E'c'sfm‘ls‘:v:‘i‘:‘;ii”‘j is built in to the ROPA As above. As above.
o e waste processes m plae? * Toe Collegeoparaes confdental diposal pracices, o e o change, o dange.
1 Risks and Data Protection Impact Assessments (DPIA)
1 [Poes the business fave a sk register which dentifie data protection No change. No change. No change.
2 |Where applicable, are these risks remediated with an action plan? No change. No change. No change.
3 |Are these risks managed by an accountable business owner? No change. No change. No change.
The DPO has supported colleagues in the of 6 DPIAS.
This has created an opportunity to raise awareness and general
This is built into the procurement process. Outside of the This is built into the procurement process. The DPO has supported | Understanding of the ’eq”"e:;‘z:: to complete a DPIA and the
, procurement process, there is a risk that DPIAS are not with the completion of 2 DPIAs in 2022. There s a risk that DPIAS P g
4 |Are measures in place that adopt the use of DPIA's? QYes Q.Yes ! : ! ; ° ! No change.
consistently initiated to document new high risk processing |are not consistently initiated to document new high risk processing
e Since the date of the last report, a number of DPIAS have been
activities. activities.
reviewed by the ethics committee.
Thic indicatas that awaransee ic imnravina
A template is available with screening questions and this
Is there a policy/ procedure that identifies when DPIA's are necessary and requiredment has been commnication via training and the data
5 No change. No change. No change.
how to complete them properly? protection policy. We have seen an increase in completion of
DPIAs. The DPO retains a record of DPIAs completed.
6 |Ave there processes in place to ensure high-risks identified within the Ves, the DPO will escalate as necessary. No change. No change. No change.
DPIA's are with senior
3 Breach Response and Monitoring
The data breach policy and procedure is under review and the DPO
01 |Is there an active Data Breach Policy in place? No change. No change. i consulting with IT to improve the process for escalating and
to data hreach renaorts.
02 |Are staff familiar with this policy? Data breaches are reported promptly by staff. No change. No change. No change.
Are there procedures in place that aide the business in detecting, managing
03 | aparopristely recording dats events, incidents and o breachee? Yes, reporting forms and logs are retained. No change. No change. No change.
Are there procedures in place for notifying affected individuals should their
04 . . . .
be 2 high-risk to thelr data protection arts and freedoms? Yes, the DPO would notify as necessary. No change. No change. No change.
05 |Is there an internal audit programme? No change. No change. No change.
06 |when was the audit last completed? | select |  select | Incomplete | No change. No change. No change.
07 |Mave all advisory notes been completed or have an associated remediation No change. No change. No change.
olan which are oroviding active progress?
05 |Are management/ executive providing with regular updates; progress/ No change. No change. No change.

issues/ risks relatina to data orotection




Gap Analysis Status

Incomplete: Risk = Non-compliance = Compliance
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